Today’s Ransomware — GandCrab 5.0.3
Oct. 17, 2018

1. Blocked by TrojanCut®

? TrojanCut64 Monitor 2. 0. 18. 1017
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2. Victim in case TrojanCut® was not installed - All file name's extensions ware changed to
UTEZOGHE.
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3. Screen of Victim

Fdkkddkid kR NDER NO CIRCUMSTANCES DO NOT DELETE THIS FILE, UNTIL ALL YOUR DATA IS
RECOVERED**k**ktﬁktﬁkt*kt*ﬁt**k*

*EFFEAILING TO DO SO, WILL RESULT IN YOUR SYSTEM CORRUPTION, IF THERE WILL BE DECRYPTION ERRORS*****
Attention!
All your files, documents, photos, databases and other important files are encrypted and have the extension: .UTEZOGHE

The only method of recovering files is to purchase an unique private key. Only we can give you this key and only we can recover
your files.

The server with your key is in a closed network TOR. You can get there by the following ways]

| 0. Download Tor browser - https://www.tarproject.org/

| 1. Install Tor browser

| 2. Open Tor Browser

| 3. Open link in TOR browser:  http://gandcrabmfeémnef.onion/7b6b2d1bac16db09
| 4. Follow the instructions on this page

On our page you will see instructions on payment and get the opportunity to decrypt 1 file for free.
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